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Objectives

= User (subject) access to objects in local
and remote demains

= Control secondary data usage
Passing on legally ebtained data to others

= Vianageable system complexity:
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Role-Based Access Control (RBAC)

= Suitable for
= | arge systems with many similar users

® |ssues

= Many: unigue users with diverse privileges
require many. reles

= Cress-domain mapping of reles

" Selutien
= Privileges assigned on a per-request basis
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Proposed Appreach
ProCcess Steps

= User privileges are calculated for an access

reguest

= A subject (user) may have several possible roles, an
actual operation may. require only: some of the
privileges ofi these roles

= PDocument’s access control list (ACL) IS
evaluatea

= [Data may: have different ACLS for different
components (granular data)

= Authoerisation
= Viatching user prvileges and ACI_s
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Components

Duties and Labels

= Duty

= A collection ofi a subject’s
activities on an object

= Can include parts of
different reles
= | abel

= Pescribes the actual

privileges ofi a subject

= Only positive prvileges
are consideread
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Proposed Vodel

= Components
= Granular subject privilege control (PSPC)
= | abel-based access contrel (PODC)
= Collaboration module

PSPC Module

|
iln]m Identify : Derive privilege
subject Derotnk domain candidates

Session

Identify Identify Dynamic Derive NP +
ojbect domain Hierarchy Special request

PODC Module Compute
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Subject Pravilege Control (PSP.C)

= Subject lodges an activity reguest

m Systemi checks if activity Is allowed

(Subject may or may not be allowed to perform
certain tasks)

= A generated label describes the privileges
associated withithis duty.

SUBJECTS Hierarchical li PRIVACY
LABEL

PSFC
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Activities and Privileges

= Hierarchy of activities

= Subject activity level
Related torone activity only.

= Subject grade
Subject’'s general priornity.
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Roaming

= \When accessing remote objects, the subject
hierarchy at the remote location may be different

= The local acecess rights hierarchy is mapped into
the remote ene (Via a mapping function)

= A |abel is produced for the mapped duty
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Accessing LLocal anad Remote
Objects

Data is made available

Py the subject server

When accessing an Local Stbject Server
object, access rights
are evaluated at the
object’s location

TThe mapping function
produces a label for a
rlemote subject

Cascaded mapping Is
possihle

Foreign Subject Server A

Foreign Subject Server B F'umigu-(ﬁ:igd Server A

Foreign Object Server B




| ocal Access

= User acquires a privacy label from the subject
server

= The object server matches the privacy label against
the object’'s ACL, and grants (or denies) access

Local Object
Server
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Remote Access

=_Accessing data in a Loci User
remote domain
= Subject is mapped into the
object’s domain
= A subject accessing data
while inia fereign demain
(subject roaming)

= Reguest Is/initiated from
the heme domain

= Data Is delivered to the

current lecation of the « o —
" Stage of User 5 i TR
e "
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Conclusion

System features
= Data access in multiple domains
= Mapping subjects between different domains

= | abels carry access infermation (rights anad
privileges)
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