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S 4 Introduction

Collaborative Networks (CN) paradigm relies on the
existence of three essential pre-conditions:

»Collaboration: among involved partners.
» Trust: partners shall trust to one another.

»Digital transactions: (most of the) activities
carried out via computer networks.

In essence, all this aims at enabling organizations
to agilely and adaptively define, set up relations and
operate with other organizations.
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S 4 Introduction

Supporting this requires several issues to cope with in
businesses and collaborations, such as:

=Business processes effectiveness;
Interoperation;

=\/alue added perception;
sTrustworthiness;

=Cooperation;

=adequate Business Models;
=People empowerment;

sand Flexible and Advanced ICT infrastructures.
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®/

Prominent approaches:

SOA (Service Oriented Architecture) ,
Utility ,
Cloud Computing ,
and Saa$s (Software as a Service)

paradigms.
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@ ' Evidences and General Motivation

= Several CNO members already use SOA-based
solutions;

= Several CNO members develop their own software
services but keep them in their isolated silos;

= Several applications are nowadays already offered
under the SaaS model;

= CNO members (including software developers) can
share (i.e. acting as providers) their services and can
use (i.e. acting as clients) the others’ services to
compose their own new SOA-based applications.
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QD 4 Research Scenario
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& 4 Motivation

¢ CNO members (as clients) must feel confident to
access and to use a given service.

— minimizing the risk of crash in their SOA-based systems
due to the lack of quality of the accessed services.

e CNO (as providers) should be prepared for
exposing their services, applying adequate quality
implementation processes.

e Problem: There are not concrete guidelines,
practices or reference models on how software
services should be implemented when they have to
be accessed & used under the SOA/SaaS model.
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@ Objective & Approach

Proposing a Reference Guide devoted
to software services for SaaS model
regarding CNO view.

More precisely, developing a guide that can
be used by both CNO members that want to
share their services (as 'providers’) and by
CNO members that want to access such
services (as ‘clients’) with confidence about
services’ quality.
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In essence, a reference guide is constituted by a
list of quality processes requirements (from
the software development point of view) that
should be followed by a partner that wants to
share its software services under the SaaS model
in way to express its capability and maturity level
to offer trustworthy services.

In a guide, a list of concrete best practices and
governance actions should be also associated to
every single process requirement, meaning
specifying how to introduce it as well as to
monitor/maintain it.
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@ A Objective & Approach

Underlying hypothesis

CNO members can increase their collaboration
level by means of sharing services, and they will
be more confident to do this if both providers can
know how to prepare their services for SaasS in a
large collaboration environment, and clients can
know (be confident) about the others’ services
quality.

> “quality certification” as a mechanism for
global reputation.
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@P PP Guide Development Methodology

Main steps:

1.Identification, organization, terminology normalization & formalization
and relevance of which process requirements are needed to
“guarantee” trustworthiness in a scenario of services 2" ring among
CNO providers and clients under SaaS; .

= 84 answers (out of 280) from specialists 0 \NO _<s from all over the
world (Internet survey and persor~' ‘(\

- 25 criteria were identifiedd ‘\(\g , important and essential for
supporting that scer- (\go

2.Mapping betwa a(\ O .11ess requirements and the most
relevant softwart \\, \S _.ererence models (e.g. CMMI, CobiT and
ISO/IEC 15504);

~ Identification of existing best practices for each process requirement and their
fitness level (QFD methodology) by a group of specialists.

3.First guide evaluation.

4.Specialization of identified practices to SaaS and CNOs.
5.Second guide evaluation.

6.Definition of maturity levels.

7.Final Validation.
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/

’Guide Development Methodology

ITEM QUALITY CRITERTIA RELATED TO THE PRODUCT
OCCURRENCES
Essential | Verymportant | Noterical | Unnecessary
Accessibility 30 26% 2393% 14 81% null
Relizbility 58.02% 37.04% 3.70% 123%
Performance 27.16% 38.02% 13.58% 123%
Avallahility 33.33% 4108% 19.75% 494% ITEM QUALITY CRITERIA RELATED TO THE
Scalability 20.99% 30.62% 7716% 123% ORGANIZATION OCCURRENCES
Tatezrity 50.14% 75.03% 104% ml Essentill | Very Notcnicl | Unnecessary
ey P B '|. 1:|_. d'- . 5 I:l.- . T 'l:tl..-' qe/; EI:I:LpDITaIlt
L at16% M 10 L% | e 0% 3926% TAT% 2%
Robustness 20.63% 48.13% 20.99% 123% capability
Technically 79.63% 37.04% 3333% null
ITEM QUALITY CRITERIA RELATED 10 THE PROCESS ey i
OCCURRENCES employees _ , ___ ,
Ezzential ey EﬂpDﬂHIlT ™ot crifical TUnnaceszary Previzion of 28.63% 41 98% 23 46% 4.04%
= ¢ contmuity of
Acquisition 437% 48.15% 1728% mull service A i) ,
Change control 21% 36.19% 1975% 123% Technically 2222% 30.62% 13.93% 133%
Quality control 38 27% 45.63% 16.05% mull i Sk
i s busmess
ey Ultilization of 13.80% 4108% 10.75% 24T%
Version control T0.36% B1T% 19.77% 15% standards
Development /1% 35.80% 16.05% ol (Govemance complement complement complement | complement
and requirement Reputation complement | complement | complement | complement
management
Mzmtenance 20.63% 43.63% N 24T%
Certification of 6171% 37.04% 33.65% IT1T%
process quality
Security (of sent 432% 3821% Tal% mll
and stored datz)
Help desk 10.73% 1033% 1063% 3%
Tests 30.86% 54.32% 13.38% 3%
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@®)  Preliminary Reference Guide

The Guide offers two options for browsing
over requirements and their best practices:

- Browsing by requirements;

- Browsing by processes.
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S 4 Preliminary Reference Guide

— 7 . Service [S3as) Process ID ENG.1
; mm mmmm SMWU asa service Process Name Requirements elicitation
i {eil Cancian for the evaluation of the service nroviders’ sofware develonment process Process Purpose Requirements  elicitation process aims to
| Presentation | Reference Guide | Download | Contact | gather, process, and track evolving customer
Paraines T needs and requirements throughout the life of the
AT R QUALITY REQUIREMENTS RELATED TO THE PRODUCT product and/or service so as to establish a
Presentation ® Accessibility: whether the system is accessible or not, There might be circumstances under which a service is available, requirements base"ne that serves as the baSiS
. About the quide ﬁut S\Dt a((ess\ble_. S|UE:' s;:uatlnnsbnf nrnn-actestswlzllltylng_i_ats)ervlte may come to happen when a web service is not able to .
. Abi h h e an increasin igher number of requests (scalability),
abugblisethor - Rir;iability: the gu!iarantgee that IT resoun:qes remnain ava\lazle and reliable, thus ensuring clisnt satisfaction and business fOr deflnlng the need ed Work prOdUCtS'
How b th tation. i icitati
G:;:Ieu 2t - :’Truf:r;ﬂ—‘ance: measured in kerms of the number of requests received in a given time (throughput) and the time taken ReqUIrementS elicitation may be performed by
between sending a request and obtaining a reply (Istency). This critstion vaties according to sach service (since sach the acquirer or the developer of the system.
Reference Guide business model has its own variations concerning execution time), - -
. Quality Requirements ® availability: indicates whether the service is ready For immediate use, which can be represented by a probability. The Process As a result of successful Implementatlon of
. Browsing by he probabilty, the more available is the service. . L
requirements # Scalability: the ability to increase the nurber of processed requests within the same time inkerval without compromising Outcomes Requlrements elICItatIOn prOCeSS:
. Browsing by best quality of service, . . . . .
practices ® Integrity: a criterion that concerns the behavior of a service when executing transactions, After the execution of a 1 ) contlnumg communication with the

transaction, the state of information should remain free of inconsistencies.

Hiimlead ® Interoperability: with regard b software compatibility, the service should be sbls ko communicats bransparently (or s customer is established;
dose ko that as possible) with other systems (similar or otherwise). . .
Contact ® Robustness: services should be builk with a high dearee of robustness. It measures to what extent a service keeps 2) agreed customer reqUIrementS are defined
working in the presence of invalid or incomplete data. L
UFSC ® Security: It's related to the prokection of a dataset, in the sense of preserving their value For a person or arganization, and baseline;
They are sttributes of confidentiality, integrity and availability, security of computational systerns, electronic infarmation . . .
and data. IV's intimately with the contept of Information Security, including not security of data and also of systems. 3) a change mechanism is established to
evaluate and incorporate changes to customer
LI R R LT E R (LR AR T I et requirements into the baseline requirements
ki ® Acquisition:represents a Service Level Agreement (SLA) between twa parties (provider and client’, specifying, in . )
Universidade Federal measurable kerms and in conkractual kerms, which services shall be provided, quality characteristics, efficiency and based on Chang'”g CUStOmer needs,
de Santa Catarina efficacy of services provided, costs and any other peculiarities, 4
® Change control:minimizes the impact of changes required for resalving incidents or problems, sustaining the quality of ) ...
DAS services, a5 well as improving the infrastrocture operationalization. i . A 5
® Quality conteol on software process: seres that the process=s assoriated to & srvice mest Ehe recursments, Base Practices ENG.1.BP1: Obtain customer requirements
NAr Rlans andhrles previatisy gstablshcd: and requests. Obtain and define customer

requirements and requests through direct and

Reference Guid continuous solicitation of customer and users.

- Brow

ing by Requirements

i Bi ing by R i t: . .
R el NOTE 1: Requirements may also be obtained
resentation - . .
. About the quide £ Luall-v Requiement s through review of customer business proposals,
. About the author {1 QUALITY REQUIREMENTS RELATED T¢r THE PRODUCT A A
E1-4_8 QUALITY REQUIREMENTS RELATED TO THE PROCESS target operating and hardware environment, and
How toiuse the B2 A quisition h d beari
Guide : other ocuments earing on  customer
| ACOLL A  prepa; (ESSENTIALY .
Reference Guide % BCQ.2 Supplier selection (ESSENTIALY requirements.
. Qualit}t Requirements ACO.3 Contract agreement (ESSEMTIALY -
. Browsing Ey [ Acq.4 Supplier monitaring (ESSENTIALY ENG. 1 -BP2: Understand cu.Stomer
il % ACQ.5 Customer acceptante (ESSENTIAL) expectations. Ensure that both supplier and
practices SPL.1 Supplier tendering (ESSENTIAL) . .
[ s ke reme s T customer understapd each requirement in thg
Download C‘j SPL.3 Product acceptance support (ESSENTIALY same way. Review with customers their
Contact 122l hange congiol B requirements and requests to better understand
®|-1 Quality conkral on software process A A
UFSC 3 %\u‘asinn control their needs and expectations and to check the
- Development and requirement management Al . .
5108 M arance fea5|.b|I|ty and  appropriateness  of  their
3 %Help desk requirements. [Outcome: 6]
BI-{_] Tests . .
ez) D QUALITY REQUIREMENTS RELATED TO THE ORGANIZATION NOTE 2 EnV|r0nmenta|, Iegal and Other
Universidads Federal constraints that may be external to the customer
d i .
i need to be considered.
DA ST ENG.1.BP3: Agree on requirements. Obtain
nc THa ReqiliMan Process Gratl (ATO) agreement across teams on the customer
i requirements, obtaining the appropriate sign-
g REOEY, Aquisilion, preparation offs by representatives of all teams and other
Process ID ACQ 1 parties contractually bound to work to these
GSIGMA Process Name Acquisition preparation . .
— Process Purnose The nurnose of the Acouisition wrenaration wrocess is to establish the needs and zoals of the v reql‘“rements' [OUtCOme. 2]

ENG.1.BP4
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e A reference guide has been devised and presented as an
approach to provide services trustworthiness in a scenario
of services sharing among CNO members while members
autonomy is preserved;

e The guide s ultimate goal is to serve as a quick and easy
source of information both for clients and providers
allowing:

— CNO ‘clients’ to have a more solid basis on how selecting
services from CNO ‘providers’;

— CNO ‘providers’ to know which quality requirements should be
supported and which practices should be used for each process
to offer their services under SaaS in a CNO.

11th IFIP Working Conference on Virtual Enterprises - PRO-VE’10- Oct. 11-13 2010



& 4 Final Considerations

This facility is important as long as small companies have
enormous difficulties to go through each quality reference
model and to evaluate which one is better aligned to their
strategy and to SaaS / CNO.

This first version of the guide was evaluated and very positive
answers were got. Apart from the natural technological and
organizational issues that should be addressed when any new
quality process is introduced in a company, it is believed that
the main difficult to implement a guide like this is culture, i.e.
how to ‘convince’ CNO members to share their services and
that they can access the others’ services with confidence.

Besides the other methodology steps showed, next steps also
intend to identify more properly additional "CNO-related”
criteria for the tackled scenario, e.g. ‘collaboration frequency’.
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ey  Contact

Thank you |

UFSC - GSIGMA
WWWw.gsigma.ufsc.br

Maiara Heil Cancian, M. Eng.
maiara@das.ufsc.br
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e A recently research about Reference Models for specifics

areas (like SaaS) shown that there are 52 cases; (WANGENHEIM,

C. G. V.; HAUCK, J. C.; SALVIANO, C. F. et al. Systematic Literature Review of Software
Process Capability/Maturity Models. SPICE 2010 Conference, 2010. Pisa/Italy. )

e We research together about the validations techniques that

these 52 Models are implemented;

e Just 11 Models were validated, and in same cases, the

specifications are very poor;

e This information show how difficult is validate this kind of

work;

e We intend to improve our SaaS Model and using this research

(about validation methods) validate the Guide;
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@ Software Trustworthiness and Qualit

e Trustworthiness can be determined based on
some information, like personal experiences,

observations, recommendations and global
reputation;

e A complete research about Software

Trustworthiness and Quality was performed and
documented in this article;

— As a conclusion, it was realized that there is no

quality reference models for software services
devoted to Saas.
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@ Software Trustworthiness and Qualit

Trustworthiness in loosely coupled computational
systems (such as SOA/SaaS) has received great
attention in the last years.

— It can be defined as a "measurable property with
different entities at different levels”.

— Trustworthiness can be determined based e.q.
personal experiences, observations,
recommendations and global reputation.
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S 4 Next Steps

Future short-term improvements in the guide
include:

- the definition of more detailed practices to cope with SaaS

for every single criterion;

- the creation of different capacity levels allowing a better

assessment by CN members;

— A more solid and larger validation of the guide, using

appropriate methodologies;

— More CN-related criteria may be added to the guide, such

as, for instance, ‘collaboration frequency’.
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